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Abstract: SZABIST is increasingly becoming dependent on study, major core services will be discussed and analyzed
computer-supported information processing. Its increasing than appropriate recommendations will be given so to
dependency on Computers for operational Support can |mpose maintain an acceptable |eVe| Of qua“ty Of Sel’viceS dﬂ)alﬂd
disasters that could seriously affect the overall performance seriously affect the overall performance of this It

of this Ingtitute. In this Independent Sudy SZABIST network

analysis of all campuses and assessment of core I T services of OBJECIVES o _

SZABIST is under consideration. By seeing the best practices Following are the objectives with respect to the
of industry, a comprehensive solution will be proposed for the network analysis and core services of SZABIST. .

all SZABIST campuses, which emphasizes on making sure the . Analyzing gaps in network interconnectivity
inter-connectivity of all campuses. Also, in assessment of core between campuses and have recommendations for better
services of SZABIST, the major IT services at SZABIST will support to major operations in case of any unpleasant
be analyzed and appropriate recommendations will be given situation or disaster.

s0 to enhance the quality of major services to an acceptable . To evaluate this planning and information into a
level. document so that the information is easy to maintain (and

hence up to date) and sufficiently well understood by, and
available to, all relevant staff or administration.

. To make sure that utmost promising service levels
are sustained by analyzing it through service operation and
INTRODUCTION providing some quality continual service improvement points

Computer networks are becoming general items in office 1, honger so that to make sure utmost availabiliteofises.
and in business environments. Computer networks provide, To evaluate the utmost services quality and delivery

distributed systems and applications in both wide area and, questioner will also been filled by SZABIST students and

local area networks .Basically Information Technology reqyits will be accommodate by graphs and charts satthat

Infrastructure includes Performance of IT infrastructure, could be well understood by administration of SZABIST for
security of IT infrastructure that basically includes network ¢ + e implementation.

connectivity and issues and Service quality /delivery of IT

infrastructure in SZABIST. Thus, network analysis pl@&s  ~URRENT ARCHITECTURE OF SZABIST (KARACH]I
very important role in any organization or institution. CAMPUS)

Organization or Institute like SZABIST is increasingly g7aB|ST Karachi campus is divided into two campuses

becoming ~dependent on computer-supported tasks for; o 99 campus and 100 campuses. After assessment and
retrieval of information's. So, any risk or gap could sesfipu

analysis of current architecture SZABIST (Karachi c u
affect the overall performance of this Institute. In this y ( as)p

) - we found some flaws that could dangerously affect the
Independent study, after analyzing gaps and risks factors,yera| connectivity of the institute. We found some seguri
recommendations will be given that provides the strategy to issues, redundancy issues and so on. The detail about the
maintain and manage the network more readily and

. . . i o ) current and proposed architecture is defined in Proposed
effectively in an agile way and tries to mitigate 8e&eurity  Architecture and Appropriate Solutions section.
issues in network.

To remove the flaws at SZABIST’s network, a solution
is proposed. Strategies are proposed that keep the SZABIST

Keywords: Infrastructure, IT, network.

network alive or keep all systems inter-connected i @ds L;
any unpleasant situation or disaster. Uasarer

In this independent study, the network of SZABIST and S /A
services is intended to analyze and asses. First analysi xwl\
network architecture has been performed that includes all [

SZABIST campuses i.e. Karachi, Larkana, Islamabad and
Dubai campuses respectively. On the other hand logically
connection or inter-connectivity of all SZABIST campuses
also comes in context.

Secondly, Study of services/quality /delivery of IT in
SZABIST , which will be analyzed by Service Strategy o
Service Design, Service Operation and continual service . .
improvement. Services at SZABIST are audit network Figure 1. SZABIST Karachi campus current network
penetration testing bcp/dr availability. In this independent architecture.
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Proposed Architectureand Appropriate Solutions. will not be stop working and continuation of all operations

In proposed architecture of SZABIST Karachi campus, will keep continue.

appropriate solutions has been given and defined so that if arin the proposed architecture it is suggested that all these
event or unpleasant situation occurs it could not mexkégct redundant servers should be placed somewhere near the 90
the inter-connectivity of campus and services. In contast t and 100 buildings or it can be placed on ISLAMABAD
current architecture we also assume some risks thatl coul campus so it can be easily access through VPN.

merely affect the over-all connectivity of the ingtitu ACL (Access Control List)

Proposed architecture and appropriate solutions has been In the proposed architecture of SZABIST Karachi
defined below campus ACL (Access Control List) of extended type is
suggested and recommended because extended ACL (Access
Control List) is more secure and more powerful than stahda
ACL (Access Control List) as it not just verified source
address, it check and verified both source and destination
packet addresses which leads to have more flexibility and
control on the entire network.

DMZ (Demilitarized zone)

In the proposed architecture DMZ (Demilitarized zone)
between the two firewalls has been added, which is a more
secure approach than the existing one. The first firewall als
called the "front-end" firewall works in such a way that i

or (@ i
Databsse Semve pgim 106, Stearng Server e R allow only traffic that is designated to the DMZ area drdy
equipment or servers (Web server, E-mail server) tisidee
in DMZ. The second firewall also called the “back-end"
firewall that allows traffic from DMZ to the internal netvko

OAT Server

. This proposed solution allows traffic from the external
Mulile uses comected trough LAN e network to the internal network will be prohibited .This

Figure 2: SZABIST Karachi campus proposed network results in increasing more security and reliability in the
architecture. network.
In the proposed architecture we have come to following
possible solutions. Leased line or another fiber link between 90 and 100
campuses
Redundant Link among Switches In the current architecture of SZABIST Karachi camphese

In the proposed scenario if current link between switches are 2 fiber optics installed.one fiber optics connect8fpus

goes down in case of any broadcast storm or traffic to 100 campus and second fiber optics connect ADMIN

congestion, switches must have redundant link if one goesBLOCK 108 to core switch of the network. In case of any

down then second link goes up .So, there must be a radund unpleasant situation or disaster there is no other link to

link among all switches so to avoid and control the creation connect 90 and 100 campuses.so, in proposed architecture

of loops in the network. There are two protocols for avoiding we recommended that there should be another fiber link

loop creation i.e. STP(Spanning Tree Protocol) and connected between 90 and 100 campuses in order to maintain

RSTP(Rapid Spanning Tree Protocol).we recommendedthe connectivity between campuses and ADMIN BLOCK as

RSTP(Rapid Spanning Tree Protocol) as it response morewell. Other suggestion is that SZABIST should take leased

faster normally within few milliseconds if a physicalKin  line from any reputable company or vendor like PTCL or

failure occurs in a specific network. WATEEN, so that connectivity between campuses remains
alive.

Radio link between 90 and 100 campuses

Proposing Radio link between 90 and 100 campuses becaus€URRENT ARCHITECTURE SZABIST (LARKANA

in SZABIST Karachi campus there should be an option for CAMPUS)

connecting both campuses wirelessly so architectuzs dot SZABIST Larkana campus opened in August 2004.. After

only depends on physical existence of connections, soassessment and analysis of current architecture SZABIST

proposing Radio link between 90 and 100 campuses so tha{Larkana campus), we found some flaws that should be taken

we can get a system of transmitters and receivers thatin considered so that SZABIST institute of LARKANAud

connects and maintain two locations connectivity by meins not face the connectivity problem. The detail about the

radio signals. current and proposed architecture is defined in Proposed
Architecture and Appropriate Solutions section.

Redundant servers

In the proposed architecture of SZABIST Karachi campus

redundant servers is recommended because in the current

architecture there is only one server running for eame

and vital applications i.e. database server or web seteer

So there must be at least two redundant servers s tre

goes down, other one gets up, in this approach application
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is more secure and more powerful than standard ACL
(Access Control List) as it not just verified source addr it
check and verified both source and destination packet
addresses which leads to have more flexibility and control on
the entire network.

SZABIST LARKANA CAMPUS

Router

eeeeeeeee Cisco 3842
reside in karachi

-

DMZ (Demilitarized zone)

In proposed architecture DMZ (Demilitarized zone) between
the two firewalls has been added, which is a more secure
approach than the existing one. The first firewall aalbed

the "front-end" firewall works in such a way thatlioa only

Database Server
(in karachi)

i kv OAT Server traffic that is designated to the DMZ area only i.e. equitme
or servers (Web server, E-mail server) that residBMZ.

s KT S The second firewall also called the "back-end" fireviatt

S 1 o : allows traffic from DMZ to the internal network. This

i i 8 R g proposed solution allows traffic from the external netwiork
Figure 3: SZABIST Larkana campus current network the internal network will be prohibited .This results in

architecture. increasing more security and reliability in the network.
Proposed Architecture and Appropriate Solutions. Redundant servers

In contrast to current architecture we have seen th&Babar In the proposed architecture of SZABIST Karachi campus
campus network architecture has not as many flaws asredundant servers is recommended because in the current
Karachi campus faces. Proposed architecture and appropriatarchitecture four servers i.e. Database server, Applitatio
solutions has been defined below. server, Web server and E-mail server all reside in ¢tara
campus which will be accessible through VPN. So, there
must be at least two redundant servers so that if one goe
down, other one gets up. In this approach applicationnwill

be stop working and continuation of all operations will keep
) 0 continue.
-------- CURRENT ARCHITECTURE OF SZABIST

(ISLAMABAD and DUBAI CAMPUS)

SZABIST ISLAMABAD and DUBAI campus has almost
same architecture. After assessment and analysis @ntur
architecture SZABIST (ISLAMABAD and DUBAI campus),
we found some flaws that should be taken in considered so
that SZABIST institutes of ISLAMABAD and DUBAI

Da'abase Server
(in karachi)

Vs ‘ m——
L\pphcam n Server \
a i

Web Server|
(in karachi)

o

E ®) KAT Semer campuses could not face the connectivity problem. Batbe
Bl et @. sisfrianmamgoins EMU.WWSmecmwm campuses have one custom building which decreases the risks
B and gaps unlike SZABIST Karachi campus. The detail about
Figure 4 SZABIST Larkana campus proposed network  he current and proposed architecture is defined in Proposed
architecture. Architecture and Appropriate Solutions section.

In the proposed architecture we have come to

following possible solutions. ‘ e "‘*’Qém

Cimco .'-:nX:ISwM h

Redundant Link among Switches @ & .

Currently SZABIST Larkana campus has 10-15 manageable PR . -

switches which are all connected together .In the proposed

scenario if current link between switches goes down in case T —

of any broadcast storm or traffic congestion, switcimesst R

have redundant link if one goes down then second link goes ... %.. %

up. So, there must be a redundant link among all switches sc L S, o

to avoid and control the creation of loops in the network. We (= s

recommended RSTP (Rapid Spanning Tree Protocol) as it _

response faster normally within few milliseconds ffrgysical s m,"" £\

link failure occurs in a specific network. & D F:fr»J., sl
e I T oy e

ACL (Access Control List) Figure5: SZABIST ISLAMABAD and DUBAI campus

In the proposed architecture of SZABIST Larkana campus current network architecture.

ACL (Access Control List) of extended type is suggestetl an
recommended because extended ACL (Access Control List)
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Proposed Architectureand Appropriate Solutions. (Web server, E-mail server) that reside in DMZ. Theose

In proposed architecture of SZABIST ISLAMABAD and firewall also called the “back-end" firewall that allsvraffic
DUBAI campuses, appropriate solutions has been given andfrom DMZ to the internal network. This proposed solution
defined so that if a disaster event or unpleasant wituat allows traffic from the external network to the internal
occurs it could not merely affect the inter-connetyivof network will be prohibited .This results in increasing enor
campus and services. In contrast to current architectere w security and reliability in the network.

have seen that ISLAMABAD and DUBAI campusestwork

architecture has not as many flaws as Karachi cangmes f DR Site (Redundant servers) for every campus

Proposed architecture and appropriate solutions has beenn the proposed architecture of ISL and DUBAI campidRa

defined below. Site is maintained for every campus and it is placed In IS
- _ I campus so that each campus redundant servers can easily be
_ ‘ ' % = "LJ]"'M access by ISL campus. So there must be at least two
@”’ﬁm G0 pln bt redundant servers so that if one goes down, other one gets up.
E:I _DE] (PO BLEER AN gQ @ In this approach application will not be stop working and
G continuation of all operations will keep continue.

CONNECTIVITY BETWEEN SZABIST CAMPUSES

All SZABIST campuses i.e. Karachi, Larkana, Islamabadl a
Dubai communicate and connected with each other through
VPN (Virtual Private network) by the Internet cloud.

Cisoq 3500 Switch / 1 2 —fs ‘

Lacolisaswin T cisdo 500 Swgch %O
- N tnepertacmrmsen) Current Connectivity between SZABIST Campuses

o~ =
N | L1
B N £ il Sarbe
Ry L nail Sarber
- vensens S J et camne) Islamabad Site
Mistipla users tevictod thaush LIN Prosey Sarvae

Figure 6: SZABIST ISLAMABAD and DUBAI campus
proposed network architecture.

In the proposed architecture we have come to following
possible solutions.

Redundant Link among Switches
In the proposed scenario if current link between switches '
goes down in case of any broadcast storm or traffic
congestion, switches must have redundant link if one goes =
down then second link goes up. So, there must be a radund
link among all switches so to avoid and control the creation
of loops in the network. We recommended RSTP (Rapid

Dubai Site

Spanning Tree Protocol) as it response faster normalhjrwit Figure 7: Current Connectivity between SZABIST

few milliseconds if a physical link failure occurs irspecific Campuses.

network. At each side of the particular or individual campus VPN
) server is located so that connectivity between campeeses

ACL (AccessControl List) take place. Also, with VPN server VOIP PBX and Video

In the current architecture of SZABIST ISL and DUBAI  cqnferencing camera is also attached.

campus, ACL (Access Control List) of standard type has bee Recommended Connectivity between SZABIST Campuses
implemented on the core router for the list of permissitat

can be granted for ingoing and outgoing traffic.

Whereas in the proposed architecture of SZABIST ISL and
DUBAI campus ACL (Access Control List) of extended type

is suggested and recommended because extended ACL
(Access Control List) is more secure and more powerful tha
standard ACL (Access Control List) as it not just vedf
source address, it check and verified both source and
destination packet addresses which leads to have more
flexibility and control on the entire network.

Karachi Site

DM Z (Demilitarized zone)

We proposed DMZ (Demilitarized zone) between the two % e

firewalls which is a more secure approach than theiegist . X —

one. The first firewall also called the "front-end" firal Figure 8: Recommended Connectivity between SZABIST
works in such a way that it allow only traffic that is Campuses.

designated to the DMZ area only i.e. equipment or sgrver
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As the current architecture operate as VPN site-to-site it became hectic to go for clearance from every department
connection which operates connecting any two sites via VPN order for the issuance of transcript. The other top ranked
server. It establishes a dedicated point-to-point cororecti universities have adopted this feature to electronically
across two sites. VPN server provides a routed connedtion t generate transcript. This feature enhances the Information
all the sites attached by VPN server. In this way airgec  technology area in aspect of Zabdesk.

connection is established for communication acrossitsb

or campuses. Digital Library

In the recommended connectivity between campuses we haven digital library we will be discussing three areas Daital
proposed an option of leased line between all campuses sd.ibrary design, Digital Library Operations and Digital
that if any disaster occurs for e.g. Packet Payloackases Library for Continual Service Improvement.

from tunneled payload in this case traffic congestion problem

will occur which causes the discontinuing transfers of data Digital Library design and Operations

across a particular site through VPN. In this case @dklase Digital library has been designed and develop across the
will be a solution so that transfer or exchange of datasac public and private sectors universities to provide the aaokes

all sites should be maintained. SZABIST can buy the leasedthousands of high quality journals, articles and e-Books under
line from any private vendor which will be available a one roof. The main operation of Digital Library is to pawi

cheap cost. researchers to keenly access the required choice of jsurna
articles, e-Books and references that are easily alailaan

Core Servicesof IT in SZABIST electronic format.

In the core services of IT in SZABIST we have discussed

three core services of SZABIST. In this section wd bd Recommendation - Digital Library for Continual Service

discussing three core services regarding service mesig Improvement

service operation and then continual service improvement. Inin this section we will discuss some areas that needéé to
service design we will discuss the particular sendesign improved in Digital Library. Suggestion and recommendation
that how the particular service is implemented or designed. is the key concern in this section. Firstly, the core gmobl
service operation we will discuss what goals are aamievi that most of the students faced in aspect of digitahty is
regarding the particular service and then finally in cargin the access of digital library outside the SZABIST presis
service improvement we will be discussing some areas thatSo, SZABIST should adopt policies that in reference of

need to be focus for improvement. authenticate username and password digital library shmuld
from the researcher’s residence or any other place.

Academic Service The second recommendation that be taken in context is the

In Academic service we will be discussing a core service high availability of journals and articles i.e. from digital

related to academic service i.e. Zabdesk service. library most of articles and journals has been lockeddhat
only be view by means of purchasing that particular article

Zabdesk Service journal. There should be high availability of all

In Zabdesk service three areas has been discussed .i.articles/journals and e-books so that a student or a régsearc
Zabdesk Design, Zabdesk Operations and Zabdesk forhave various options and feasibility to get the required
Continual Service Improvement. journals or articles.

Zabdesk Design LAB Management and Facility Service

Zabdesk Design is accomplished by ZabSolutions. Zabdesk isln LAB Management and Facility Service we will be
one the highly rated project of ZabSolutions. Zabdesk is discussing three areas i.e. LAB design, LAB Operations a
complete software to automate business processes and tbhAB Management and Facility for Continual Service
provide complete academic facilities for students, facauist Improvement

staff. Zabdesk is designed in such a way so that stydents

faculty and staff can interact with each other via Misua LAB design and Operations

interface. SZABIST LAB has been designed to provide and to faditat
all students; faculty and staff. LAB facility has been de@jn
Zabdesk Operations on both 90 and 100 campuses with LAB 1&2 and LAB 3&4

Zabdesk mainly focus on interaction of students, faculty a on 90 campuses and LAB 5&6 on 100 campuses. There is
staff with each other. These interactions take place viaalso an internet exclusive LAB which has been recently
authorized users i.e. a unique registration number andestablished to facilitate students to fulfill theieusf internet
password is given to every user. Students log on to Zabdeskn a separate environment. SZABIST LAB has been fully
to see the particular course outline, remarks and courseequipped with IBM Net Vista Pentium-1V with 1.8/2.6 GHz,
numbers and grades. 256MB RAM with Windows XP Professional operating
system. This configuration may vary with different LABs.
Recommended-Zabdesk for Continual Service
I mprovement Recommended- LAB Management and Facility for
In this section we will discuss some areas that neebdet Continual Service lmprovement
improved in Zabdesk. Suggestion and recommendation is theSuggestion and recommendation is the key concern in this
key concern in this section. The recommendation that besection. Firstly, the most significant and highly demanding
taken in context is the highly demand of electronically recommendation is the more conveniently availability of
generating transcript via Zabdesk. Students face problem andprinters for black and color printing as most of the time
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printer is out of service which affect the overall conitiynof

LAB management and services. On the other hand, printing
cost should be taken in consideration to minimal cost per
page or free printing; SZABIST should take these
recommendations in consideration in aspect of LAB
management and services so that it improves the avaiabili
of services to an acceptable level.

SURVEY ABOUT CORE SERVICES OF IT IN
SZABIST

This section mainly focuses on survey that has been taken
from mostly SZABIST students and few from faculty and
others .The questionnaire has been filled from SZABIST
students to know their point of view about core services of
SZABIST and to receive suggestions from SZABIST
students. A sample of questionnaire is also attacht a&nd

of this report.

Surveys-Questions Regar ding Zabdesk

In this section questions’ regarding Zabdesk as a course
registration and overall performance has been answered.
Whereas, in figure 9, pie chart shows that 30% students rate
“good” which is the majority but on the other hand it also
shows that 20% and 25% students rate “poor” and “fair”
respectively, this means there is a space of improvement i
course registration field.

Rate Zabdesk as course regisration
facility

307 ' = Exceiient

Figure 9: Pie chart showing Zabdesk as a course registration
facility.

Surveys-Questions Regar ding LAB management and
Facility Service

In this section questions’ regarding Improvement about LAB
facilities and overall performance has been answered.

Quaiity of Printing facility

W Exceiient

Improvement about
LAB facilities

B SZABIST reduce
the cost of
printing

M computer
canfiguration
should be

uPdated
vituses clean on
daily bases

B Availiablity of
printing facility

m Access of Wi-fi
service inside
LAB

facilities that should be considered.

Figure 10: Pie chart showing quality of printing facilities.

Figure 11: Pie chart showing Improvement about LAB

Whereas, in figure 13, pie chart shows that 51% studatés r
that “SZABIST should reduce the cost of printing” i.e. make
the printing cost minimal or free to students, which is th
majority and on the other hand it also shows that 20% and
19% students says that “Availability of printers” and “virsise
should be clean on daily bases” respectively, this mieme

is a space of improvement in the above high weighted areas.

Surveys-Questions Regarding Digital Library
In this section questions’ regarding availability and
accessibility of journals/articles in digital library and the
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importance to access the digital library outside SZABI&$ 3. “SECURITY MEASURES IN A SECURE
been answered. COMPUTER COMMUNICATIONS ARCHITECTURE”
Louis J. Bottino, Federal Aviation Administration ialin J.
' I Hughes Technical Center, Atlantic City
International Airport NJ,2006 IEEE.
& Poor 4, “Information systems resources and information
M Digital @ Digital  Fair security” Kuo-chung Chang & Chih-ping Wang, Springer,

April 2007.
M Good 5

“IT infrastructure capabilities and IT project susxe

a development team perspective” Xiaobo Xu, Weiyong

Zhang and Reza Barkhi, Springer, 2010

6. Radhakrishnan, R.; Mark, K.; Powell, B.; " IT

service management for high availability ” IBM Global
—_— Technology Services, 12174 Chancery Station Circle, Reston,

A & Digital VA 20190, USA .2010, IEEE.

= ;, 7. Anote Chanopas, Donyaprueth Krairit, Do Ba
_)_, Fair, 45, Khang, (2006) "Managing information technology
= 45% infrastructure: a new flexibility framework", Management
Research News, Vol. 2.
8. “Computer network analysis” Mathematics and

Computers in Simulation, Alberto Faro, Orazio Mirabella,
Corrado Nigro Sciencedirect.com.

_ _ _ o 9. "On the analysis and modelling of computer
Figure 12: Pie chart showing rate of availability and communication systems", lvan Hanuliak. Kybernetes, (2002)
accessibility of journals/articles in digital library. Vol. 31 Iss: 5, pp.715 — 730
10. "Enhancing Risk Management with efficient risk

Whereas, in figure 14, pie chart shows that majority of 45% identification ~approaches”. Barati, S.; Mohammadi,
students rate that “Accessibility and Availability of S:Management of Innovation and Technology, 2008.ICMIT
journals/articles in digital library” i.e. online jouals/articles ~ 2008. 4th IEEE International Conference on Publication
should be more accessible and highly demand of freeYear: 2008, Page(s): 1181 - 1186.

availability of IEEE and ACM journals.

CONCLUSION

In this independent study, the network of SZABIST is
intended to analyze and asses. Network analysis of all
campuses and assessment of core IT services of SAABI
under consideration. By seeing the best practicesdofsiny,

a comprehensive solution will be proposed for the all
SZABIST campuses. Strategies are proposed that keep the
SZABIST network alive or keep all systems inter-conedc
Also, in assessment of core services of SZABIST, thpma
IT services at SZABIST will be analyzed and appropriate
recommendations will be given so to enhance the quality of
major services to an acceptable level. A questionmesalt

with pie-chart has also been discussed so to convey thg idea
suggestions and recommendations of SZABIST students in
aspect of core IT services.

In future, if all recommendations and solution which are
discussed in this study are applied, there will be Jesg
chances of point of failure and less dis-connectivity issues
will arise. Also services level will raise a mark up an
acceptable level.
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